Impersonation is a criminal act; it constitutes invasion and, in some cases, fraud. Although often associated with the term "identity theft," impersonation is primarily a violation of the rights of the recipient of the communication, rather than that of the person being impersonated, whose rights are only sometimes violated. The present paper is devoted to defending this position. It attempts to overcome the objection that there is no violence necessarily connected to this act, or that the violence is directed toward the person being impersonated instead of the recipient of the impersonating message.
I. INTRODUCTION
Suppose A sends a letter to C in the name of B, without B's consent. From a libertarian standpoint, does such an act possibly, or necessarily, constitute any crime?
For the purposes of this paper, an act of impersonation is defined as the sending of a message that appears to come from a person other than the actual sender, without the consent of the person from whom the message appears to come. We will call the person who sends the message the sender, the person who receives the message the recipient, and the person who is being impersonated the victim. Thus, A is the sender, B is the victim, and C is the recipient.
1
The fact that impersonation is often known as a type of "identity theft" seems to suggest that it is primarily a violation of the victim's rights. However, as we will demonstrate in the sections that follow, impersonation generally constitutes aggression against the recipient, whereas aggression against the victim is only an occasional and secondary implication.
II. BACKGROUND
Since this is a libertarian analysis, it behooves us to say at least a few words about this political economic philosophy. 2 But, we shall refrain from being effusive, since this challenge of impersonation confronts other legal 1 See Walter E. Block, The Human Body Shield, 22 J. LIBERTARIAN STUDIES 625, 625 (2011) We argue that an act of impersonation constitutes trespass against the recipient, and, in some cases, also the crime of fraud against the recipient under libertarian law.
A. Trespass
At first thought, it seems that the mere delivery of a message (whether in physical or electronic form) cannot possibly violate the property rights of the recipient, for the addressee can simply reject or dispose of it. But in reality, this is far from the case. 8 We demonstrate this point by looking at two common ways in which an impersonating message can be sent, namely postal mail and email.
A person typically receives postal mail with a mailbox, which is his private property. Delivery of postal mail requires the insertion of letters into privately owned mailboxes. While there are no explicitly signed contracts between recipients and all possible senders of postal mail as to what material can be inserted into the recipient's mailboxes, tacit contracts nevertheless exist.
9
Namely, recipients are generally deemed to allow "reasonable" mail to be inserted into their mailboxes.
10
In the case of unwanted postings, the recipient can request that the sender stop transmitting certain types of mail, and the latter must comply; if not, the sender would clearly be guilty of a trespass.
11
Sending unwanted mail can be viewed as a form of trespass upon another's private property. Since impersonating mail is deceptive in nature and generally undesired by recipients, it is sensible to assume that such mail does not fall under the "reasonable" mail that recipients are tacitly assumed to accept.
13
Thus, by the above reasoning, senders of impersonating mail do aggress against the recipients of their largesse.
It is understood that there may be cases where a recipient has explicitly authorized the insertion of impersonating mail (or, for that matter, other types of generally unwanted mail) into his mailbox, such as when someone puts up a sign next to his mailbox saying: "Impersonating mail is welcome!" There is also the possibility of sado-masochist contracts between a sender and a recipient, whereby the latter agrees to be tortured by the confusion caused by receiving impersonating mail. However, these circumstances are rare exceptions and should not be included in the interpretation of tacit contracts in the general handling of mailboxes. In other words, there is a strong presumption that forwarding material of this sort is unwanted, although this presumption can be defeated by explicit action of the sort previously mentioned. Therefore, if a person explicitly states that he desires unwanted material, then it should not be presumed that he does not.
Another way in which impersonating messages can be sent is via email. Like postal mail, email also affects private property in the process of delivery. When a person receives an email, programs are run in his computer so as to update the status of his email inbox. In other words, the sender causes the electronic circuits in the recipient's computer to engage and operate. Since impersonating emails can be presumed to be undesired, sending them is a violation of the tacit contract regarding what types of emails which the recipient agrees to receive, and by which his computer may be caused to operate. Thus, the sending of impersonating emails would constitute trespass against the recipient's private property. 14 13 Contra note 18. 14 Murray N. Rothbard, Law, Property Rights and Air Pollution, 2 CATO J. 121, 233-79 (1982) (discusses privity, the idea that a contract may not impose obligations on any party other than those signing the it. Applying this concept to the tacit contract between the owner of a mailbox and potential message deliverers leads to the question: should it be the postman or the sender who is to be held responsible for the trespass? Our response is that it is the former who is responsible. He delivered the unwanted (e.g., trespassing) material. However, he lacks mens rea, and, presumably, may properly turn around and sue the sender, who is the source of this problematic transfer. If a criminal sends a bomb through UPS, that company is not responsible for the resulting mayhem, even though it is the proximate cause thereof. The real malefactor is the initiator of this crime, the person who sends the bomb through the mail. 
B. Fraud
In addition to trespass, there is a second crime that the sender of impersonating messages may commit, though not intentionally, and that is fraud.
15
Fraud means one's failure to supply the agreed upon good to the other party, as prescribed by a contract, after taking the good that the other party is required to supply under the contract. 16 Recall that the non-aggression principle forbids the seizure or physical alteration of another's property without his consent. Perhaps counter-intuitively, if a sender uses impersonating messages to merely trick the recipient into destroying his own property or transferring his property to someone else, the sender has not committed fraud. An example of the former would be a collector angrily breaking a precious vase after receiving an impersonating phone call that pretends to be an expert telling him that the vase is of little value. An example of the latter would be someone sending money to some address upon receiving an impersonating email that pretends to be a friend needing to borrow money urgently. In order for fraud to occur, there must be a contract between the two parties. Suppose A asks B, a stranger, what is the time of day? The latter replies, "3:00 p.m." Whereupon the former tears up his lottery ticket, falsely thinking it is no longer of any value, since the deadline for cashing in has (seemingly) passed. B has not committed fraud on A since they are not contractually related to one another. However, if A paid B to tell him the time, then, yes, fraud has occurred.
analysis applies to the fake email website owner versus the sender; the former is the proximate cause, albeit innocent; the latter is the rights violator, even though indirectly so. Does the sender violate the property rights of the post office by putting impersonating mail in the post office's mailbox? Indeed, the sender did commit trespass against the post office; presumably a private one. However, it should be stressed most strongly that this crime is strictly limited to cases where an actual piece of physical property is forgone, or when the physical integrity of the recipient's property is compromised. It does not apply to the recipient's loss of friendship with or respect for the victim, as a result of the misimpression. Mere changes in attitudes and thoughts, however regrettable they may be, do not belong to the realm of property right violations.
18
Of course, this does not in the least detract from the generally condemnable nature of mental trickery and sabotage of interpersonal relationships. 19 Finally, we note a difference between the circumstances under which the sender of impersonating mail commits trespass and fraud: even if the sender does not succeed in deceiving the recipient, the fact remains that he has shoved unwanted material into the recipient's mailbox or caused unwanted operation in the recipient's computer, hence violating the recipient's property rights.
20
By contrast, a mere unsuccessful attempt at fraud does not constitute criminal activity under libertarian law, for there has not occurred any nonconsensual seizure or physical alteration of property.
IV. POTENTIAL CRIMES AGAINST THE VICTIM

A. Threat
Two seemingly obvious crimes that the sender of an impersonating message has committed against the victim are identity theft and libel. However, as we will elaborate in the next section, identity theft and libel are 18 See THE ETHICS OF LIBERTY, supra note 15; WALTER E. BLOCK, DEFENDING THE UNDEFENDABLE (Ludwig von Mises Inst., 3d ed. 2008) [hereinafter DEFENDING THE UNDEFENDABLE]. In chapter 7 of the latter book (supporting the legalization of libel and slander), Block explains why mere thoughts in peoples' minds (or changes therein) cannot constitute violations of property rights.
19 Suppose the sender tricks the recipient into committing a crime against some other individual? For example, X falsely tells Y that Z wants his flower beds turned over for mulch. Y obliges, without any mens rea at all. Most commentators would contend that X and X alone is the guilty party. We demur. Y should be careful about who he listens to. We would hold Y and him alone responsible for the destruction of Z's property. All bets are off if X can somehow hypnotize Y into doing his bidding. We hereby stipulate, arguendo, that hypnotism "works" against its innocent targets. In like manner, if voodoo was actually capable of inflicting physical harm on its targets, it would have to be outlawed, in the free society. Yet, this does not mean that the victim can never have any legal recourse against the sender, for there is one crime that the sender may easily have committed against the victim, namely, threat.
In the libertarian legal code, 23 and in that of many other philosophies, threats, not only physical violence, are proscribed.
24
If the muscle-man says to the proverbial 90-pound weakling, "give me your money or I'll bash you," that is a per se criminal act even if the bully does not need to employ any physical violence to attain his nefarious ends. This is the "assault" part of "assault and battery." Thus, libertarians are not absolutists on the issue of free speech.
25
There are some speech "acts," that may be considered "threats" and thus forbidden under libertarian law.
If the victim finds out about an impersonating message and perceives a threat of physical violence in it, the sender will have committed a crime against the victim. For example, suppose A sends in B's name an email to a demolition company asking it to implode B's house, and B finds out about it when the company goes to his house for inspection. If, as a result, B feels a threat of personal injury or property destruction from A, then A can be charged with the crime of assault, e.g., making a threat.
26
It should be emphasized that the sender does not necessarily have to succeed in deceiving the recipient in order for a threat against the victim to occur.
27
In the above example, suppose the company detects some flaws in the impersonating message, concludes that it is fraudulent, and informs the victim, B, about it. Even in this case, B may still perceive a threat of personal injury of property destruction by A, and is thus entitled to press such a charge against A. 
B. Trespass
In the previous section we argued that the delivery of impersonating messages generally constitutes trespass against the recipient. Actually, the sender of impersonating messages may also be committing such a property rights violation against other parties.
There are several methods to make an email appear to be sent from someone else other that the erstwhile sender. The first is to create a new email account using the victim's name, and to transmit an email message from that account.
28
The second is to use computer software or programs to send an email such that when the recipient opens it, the "From" line is displayed as the victim's actual email address.
29
The third method is to seize control of the victim's computer and then send an email from an already logged-in email account.
30
The fourth is to hack into the victim's email account using one's own computer and send an email from there.
31
While the first and second methods do not violate anyone's property rights, and third and fourth most certainly do. To begin with, email data are maintained on the servers of the email service provider. When someone registers a new email account, he effectively signs a contract with the service provider that entitles him to access the data that pertains to his account (and to show it to others voluntarily). Therefore, anyone who gains access to the victim's email account (using whoever's computer) without the latter's permission is, in effect, invading the email service provider's server. Furthermore, a person who does so on the victim's computer also commits 28 Google's Gmail Help page shows that this method of impersonation is an existent possibility; see Gmail, Gmail Help, GOOGLE, https://support.google.com/mail/answer/190735?hl=en (last visited May 15, 2017 There is a reason for the distinction between the third and fourth methods. If, say, X hacks into Y's email account (not computer) using X's own computer, X has not tampered with Y's property. X has only invaded the email service provider's property (namely, server).
V. THE EQUILIBRIUM AMOUNT OF IMPERSONATION
Let us stipulate, based upon the foregoing considerations, that most but not all identity theft should be illegal: it is legal if it does not involve any tampering with the victim's property, and if the recipient (tacitly or explicitly) agrees to receive impersonating messages. One example is when the mailbox provider specifies that impersonating messages are acceptable, and customers who are carelessly unaware of this specification sign up for a mailbox with this provider. Such customers may then receive impersonating messages from time to time that do not violate any rights.
How much of it will likely arise in the free society? Our contention is that that an optimal amount of it will tend to occur. For, if there is "too little" of it, 33 there will be little or no incentive for precautions against it to arise. On the other hand, if there is "too much" of it, countermeasures to it will come more and more to the fore.
There is a similar, but not exactly parallel story to be told with regard to libel. This practice too, is not a per se violation of rights. 34 If there is very, very little of it occurring in the libertarian society, it can be a powerful weapon. But as more and more of it occurs, not only will the harm it engenders increase at a decreasing rate, the additional damage from more of it will actually be reduced. Why? Because if slander comes thick and fast, it will be less and less likely to have the power to create injury; people will tend to ignore it; to not take it at a fixed value; to ask whether or not it is true. Mere allegations will not suffice.
We expect, then, that identity theft will undergo a similar metamorphosis. If hardly any of it ever occurs, people will hardly be cognizant of it. A bit more, and it can do real injury. More than that, and the market will spend more and more resources to counteract it, or people will be more cautious in verifying the authenticity of incoming messages, thus rendering identity theft relatively ineffective.
